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ABSTRACT
The development of Information and Communication technology (ICT) and the rapid
growth of the use of internet facilitate the use of government services in both public and
private sectors. Hence, users can easily use the available services from places at a time
that are convenient to them via internet, anywhere and anytime. On the other hand,
together with its perceived positive potential, e-Government also involves threats and risks.
Therefore, E-government has to be secure as technology develops and the consumers have
to follow the procedures to make their own transactions safe. The effective management of
information security is a key factor as readiness, of the different consumers to use eGovernment services will greatly depend on the trust they have on the security of
information. This paper reviews and discusses the security threats and risks in eGovernment also provide critical success factors might help to reduce the risks and threats
of information security in e-government system.
Keywords: Risks, threats, Vulnerability, eGovernment security, success factors.

1. Introduction
Since 20th century the wide spread of technology, particularly internet created vast
change in political, economical, societal, and human beings live. The globalization concept
emerged and increased dominance as use of the internet spread the worldwide with a short
period of time altered the world into small, global village. This encouraged many,
international organizations, consultants, government expertise and, researchers to evolve
and adopt ICT in public services. Consequently, emerged a new notion called electronic
government (e-government), which is refers to the use of internet and other digital means
to deliver information and services to their citizens (Shareef, et. al. 2012; Panagiotopoulos,
et. al. 2012).
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Despite the fact that the achievement appropriation of e-government dependent upon
citizen‟s trust and their eagerness to utilize it, little thought has been paid to investigate the
selection of e-government from the citizens' trust viewpoint (Alzahrani, et. al. 2017). This
lack of trust comes from the issues of threats and risks in citizen information. The potential
efforts in this regard, many governments across the globe are still suffering from the lack
of public participation in the e-government services (Al-Hujran, et. al. 2015; Shareef, et. al.
2012; Gupta, et. al. 2008; Rana & Dwivedi, 2015). The security threats even in developed
countries; some people still do not use electronic means in its transaction. These issues
require extra research attention, since the development of e-government mainly depends
upon the public participation and the use of e-services.
In order to encourage citizen to use the e-government services, it is essential to make
the people, trust in the government system, and make sure their information and its privacy
are protected. However, from the citizen‟ perspective the government is seen as one entity;
so a security of one department of government might be viewed as a failure of the entire
government system. Therefore, the process of protecting information security of the entire
government departments is viewed as a vital process. This paper reviews and discusses the
security risks and threats and identifies success factors to protect the security of
information in e-government.
The rest of the paper is organized as follows: in the next section information security
will be presented. In section three, the security threats and risks in e-government will be
reviewed and explained. However, in section four, analysis of the success factors which
might help in securing e-government system will be tackled, and the conclusion of this
work will be presented in section five.

2. Information Security
In twenty-first Century, the ICT has quickly spread throughout into each field of human
community. Shape the Large national or international fields to the small families or people,
increasingly individuals‟ utilization of information innovation to offer advantageous, quick
and effective work and business. Gradually we have entered into another world, the
information age. In any case, the data framework advancement is a "twofold edged sword".
It made tremendous advantages for the humanity; in the meantime, the issue of data
security was to bring an extraordinary misfortune and burden. The infection, programmers
uncontrolled, the spillage of insider facts, framework disappointment, interference of
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administration and different PC wrongdoings developed in an interminable stream. With
the human's higher reliance on informatization, misfortune created by information security
is turning out to be increasingly striking (Yuan, and Chen, 2012).
Information Security is the cornerstone of an effective e-government system. The
information system is a process of identifying issues that have the possibility to cause
damage or threat situations and implementing protections to eliminate this potential. This
process of the countermeasures will be achieved by the security process (Schechter, 2004).
The development of new technology has created various security methods to secure
information to individuals, institutions, armies and nations. These methods vary in terms of
the context; some were based on rules, regulation, policies and mathematical approach and
others based on pure cryptographic knowledge (Shareef, 2012). Since the number of
security models increased, the challenges continued to increase and researchers continued
to investigate to find out various solutions via new models and development of existing
once. One of the main challenges of the e-government system is how the advanced
technology can be used not only to raise efficiency for government, but also to reinforce
confidence in privacy measures by making transparent environment between citizen and
government (UN, 2012). The e-government system will remain susceptible to security
breaches in absence of proper and robust security policy.
Information security before has concentrated on confidentiality of information stored
electronically. The brisk advancement in the volume of such data and the support of
online business inside associations has definitely the need for expanded security to ensure
the protection of this data and avoid unauthorized access activities. There is a promising
need to improve security of information, privacy and trust in government in order to raise
confidence in e-government as recognized in developed and developing countries (EC,
2010).The quick growth in computer security incidents consequently eases in obtaining
and using hacking tools, steady advance in sophistication and effectiveness of attack
technology and the dire warnings of new and more destructive cyber-attacks etc., could
affect the e-government system. On the other hand, cyberspace is being used not merely
by government also used broadly by individuals for social interaction, financial
interactions as well as for commercial purposes via unsecured, unreliable wires or wireless
technology. Cyber security has to deal with cyber regulations on e-Commerce, e-Banking,
e-Government, e-Healthcare and e-Markets. All these rely on upon the administration of
the internet to encourage the utilization of the web as a medium to support general
exchange without the risks.
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In any case, everyone with the exception of those profiting from insecure digital world
is looking forward for a dependable technology environment that provides security,
privacy, confidentiality, integrity, and availability of reliable and authentic information
(Spanos, and Angelis, 2016). In this respect, different information security standards are
well represented in the open literature (Saint-Germain, 2005). These standards attempt to
characterize the various procedures and controls required for effectively executing an
information security policy, rather than advising what the policy should look like (Wang,
2009). The Security policy is intended to figure out what is normal from an establishment
concerning security of Information Systems. For the most part, these principles have been
produced to control and direct human behavior to avoid the risk to information assets by
accidental or deliberate actions. Also, it supports the security and well-being of
information resources through the experiences of leading (Shailendra, and Singh, 2011).

3. Security threats, risks, and vulnerability in e-government
There are many researches and articles written to attempt to define each of threats,
risks, and vulnerability individually. In any case it is the interactive relationship of every
one of the three of these parts that merge to make the fundamental assessment and
suggested action plan for risk administration.

As the individual responsible for the

oversight of the security of your agency, the more that you can excuse this procedure, in a
way like the approach of an expert with high level security expert. The better is your
knowledge and clarification of the after effects of their security reviews, and also your
capability to execute their discoveries in a way most suited to your own particular agency
or establishment.
In order to understand the process of managing risk, we think that risk, threat and
vulnerability are not exchangeable terms in spite of the fact that risk and vulnerability are
a part of the risk. It‟s essential to define these terms individually. The risk refers to the
probability of being focused by a given attack, of an attack being effective and generally
present to a given threat. A risk assessment is performed to decide the most important
potential security breaches to address now, as opposed to later (Perrin, 2009). However, the
threat is anything be influenced or harmed by a particular thing, deliberately or by
mistake, and obtain, damage, or destroy an asset. Off course asset is what we are
attempting to protect. The vulnerability is weaknesses or gaps in a security program that
can be used by threats to obtain unauthorized access to an asset (Coelho, 2007).
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The development and the spread of e-services impacted the effectiveness of the egovernment system, and hence raised extra threats, and risks for governments in
developing and even in developed countries. The government information will require an
extra attention to secure programs in order to avoid any unauthorized access might impact
the government operation and reveal citizen's private information. When we talk about
government information security, we have to identify various aspects might affect the
security of information. The security framework of e-government consists of the main
three elements; people, processes and technologies. In this paper, our focus would be on
the E-government information security in terms of the threats and risks in technological
perspectives.
There are many threats that face compelling and proficient sharing of data between
government institutions on one hand, and between governments, business, and citizen on
the other hand. These threats are based on the lack of trust and transparency in information
system design, to ethical and legal issues when integrating information systems (Mattord,
and Whitman, 2006). This legitimizes the requirement for an inclusive security system
that takes into consideration the systems integration components.

3.1. Threats of Information security in E-government
Events are coming in various structures and sizes, and it be entered from anyplace on
the Web, though some attacks must be started from particular networks or systems and
some need access to uncommon accounts. A cyber attack might be a small event
engaging a site or a big event in which many sites are influenced. A characteristic attack
made up by accessing a customer's account, getting advantage access, and utilizing the
victim's system as a bargain on a platform for attacks on other sites. It is conceivable to
obtain all these steps manually in a couple of seconds; with automation, the time reduces
further. However, it is hard to identify the people who cause events (Hector, 2012). Many
researches have revealed that there is a link between security and e-Government
(Siponen and Oinas-Kukkonen, 2007). Numerous researches were analyzed to provide
various models to address the security threats of the e-government and to measure
confidentiality, integrity, and availability known as the C.I.A triangle. Security threats
are expected to convince the public in using e-government services and government
administration and departments to access, share and exchange information securely (AlAzizi, S. 2008). There are various technical and physical threats influencing the security
of e-government information (Chen, et. Al. 2015; Khalid, et. al. 2014; Louie, 2014;
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Zu‟bi, and Al-Onizat, 2012; Rodgers, 2012; Mazumdar, and Banerjee, 2009; Conklin,
and White, 2006; Omura, 2000; Polk, and Hastings, 2000) such as;

Information sharing: Exchange of information between government institutions was
always considered a significant concern. This exchange is necessary for government
institutions to complete an e-service process. For instance, sharing the citizen profile, or
authenticating an applicant.
Electronic Authentication: To succeed e-government system, it‟s vital to offer a highly
reliable individual identification system for both private and public sectors as well as for
government institutions. In which they handle forms and make decision on their contents.
Public Key Infrastructure (PKI) is the technology has been identified as the best eauthentication for e-government.
Identification: Securing the participant‟s safety in terms of unique identification.

Privacy: Threat of disclosing confidential information, and unauthorized access to the
citizen‟s private data.

Access Control: Is a user-oriented type which comprises on identification,
authentication and authorization issues. In other words, protect systems in order to avoid
intruders to use access control mechanism to gain government and citizen‟s information.
Insufficient logical access controls reduce the reliability of department‟s computerized data
and increase the risk of unauthorized revelation.

Out-of Band data denial of service: When an attacker sends out-of-band data port
139, an attacker can cause a Windows system to lose network ability and perhaps damage.

Land denial of service: Local Area Network Denial, occurs when an attacker sends an
IP spoofing packet. The transmission can fool the machine into thinking it was sent itself a
message which, depending on the operating system, and then will crash the machine.
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Teardrop denial of service: When an attacker sends a traditional user datagram
protocol (UDP) packet causing the system to not respond.

Network Security: Lack of internet availability and high cost, particularly in developing
country along with Network attacks, systems architecture and network topology issues, are
threats needs to be considered.

Data type: Classifying data is the process of sorting data resources based on nominal
values according to its sensitivity (i.e., effect of applicable laws and regulations. Data and
information resources are classified based on the risk of unauthorized access, for instance
lost or stolen accidentally. Data with high risk classified as a Confidential, in which
requires a greater level of protection, while lower risk data, possibly labeled “internal”
requires proportionally less protection.

Work flow: Work flow technology is a technique used to manage the flow of work and
data during the planning, execution, and evaluation phases in e-government system. For
example, it can illustrate an individual or an organization‟s progress of online application,
which is very important for e-government.

Bridge Certification Authority (BCA): Government departments are using Public
Key Infrastructures (PKIs) to execute internal transaction processes, by implementing
virtual private networks (VPNs), to secure the resources of the government. Also, most
government departments are connected with other departments to execute a one-stopprocess. If these connected department‟s desire to use their internal security capabilities for
government to government (G2G) relations. The connection of their corporate PKIs will be
required. Though, corporate PKIs can implement different architectures, security policies,
and cryptographic sets. The Bridge Certification Authority can be used to link these
corporate PKIs and translate these corporate relationships into the e-world.

Network infrastructure: lack of proper installation of network firewalls, Network
security configurations, Internet protocol vulnerabilities, and Internet Dependence are the
main challenges that impact the security of e-government.

Internet infrastructure: Serious attacks include elements of internet infrastructure rather
than particular systems on the internet. For instance, network access providers, network
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name servers, and huge archive sites on which several users depend on. Despite of these,
automated attack might also influence the threat of infrastructure. Hence, might seriously
delay the daily operation of many sites.
Malware: Is short for “malicious software” and it is a computer program (e.g., scripts,
active content, code, and other software) precisely designed to harm and destroy a computer
system. Hence, leads to loss of privacy or misuse, and obtain unauthorized access to assets,
and other abusive behavior.

Packet Sniffer: It is a tool or network analyzer used by technicians to diagnose network
related problems. However, this tool can also be used by an attacker to collect passwords
and cause a serious breach in e-business and secured transmission.

Probe: It is an action used to check the connectivity between two ends, for instance an
empty message can be sent to know the receiving end really exists. An attacker can use the
information during this connectivity to notice for exploiting for example, ipsweep,
portsweep, nmap, satan.

Communication Channel threats: Normally messages are traveling through the
internet taking various paths from the source to the destination. It will be difficult to
guarantee that every node on the internet through which message travel, is secure, safe, and
non-hostile.

Server End threats: Server is one of the main parts of the network. It is subject to
vulnerabilities which can be abused by an attacker to cause damage or to illegally obtain
information.

Firewalls: A firewall is a set of related programs, or hardware, situated at a network
gateway server, which defends the assets of a network from users. It also means the
security policy that is used with the programs.
In addition, from a technical perception, in the scope of both e-commerce and egovernment, in general, there are three main kinds of threats: unauthorized access that
impacts the confidentiality, unauthorized modification or change to the information which
Journal of Raparin University - Vol.4, NO.10, )March 2017(
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impacts the integrity of information, and availability that impacts the availability of both
information and services. All those threats, according to its nature can seriously create
issues and problems for all e-government, business and citizens.

3.2.

Risks of Information security in E-government:

Information sharing between government institutions is always considered as an anxiety.
Despite the fact that it‟s essentially this is due to the completion of e-services process
securely. Information security risks e-government facing includes the following: (Chen, et.
al. 2015; Webb, et. al. 2014; Anders, et. al. 2013; Al-shboul, 2012; UN, 2012; Zu‟bi, and
Al-Onizat, 2012; Iivonen, 2011; Mazumdar, and Banerjee, 2009; Al-fawaz, et. al. 2008;
Al-Azazi, 2008; Zhou, and Hu, 2008).

Interoperability: The capability of systems or business processes to work together to
achieve a common task has remained a long standing in developing and even in the
developed countries aims. The effectiveness of the communication between and among
government, business and citizens, needs that the product they use are capable of sharing
and exchanging of data. The lack of interoperability due to semantics, lack of standards,
different classification systems will influence destructively the effectiveness of the egovernment system.

Usability: Usability is concentrated on creating applications, programs, and services to be
easy for citizens to use. The usability challenge is based on the security concern, if the
security level is high and consequently, increases the potential of usability.

Information faking: is the process when the attacker knows the rules of the data in the
network, or after they decodes the program information; they could pretend legal users or
create false information to cheat other users, the main forms involve pretending users to
get illegitimate certifications, faking e-mails, and etc.

Security Standards: These standards deal with regulatory authorities and governing
bodies that define e-government security policies to guarantee secure working
environment. It includes e-voting, e-democracy, e-signature and other agreements, between
government and users, and other stakeholders.
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Security policy: Is a plan to determine the institution's fundamental resources with a
detailed explanation of the acceptance or not and rational behavior from citizen and other
stakeholders in order to efficiently guaranty information security. This plan has to
accompany with the performance level of e-government. This performance must be
evaluated to fulfill the security measures.
Service denies: It is the total invalidation of the system‟s network or the servers of the
system at some stage. It mostly creates by the attack of the hackers or the virus, and the
man-made damage of the devices too.

Legal Framework: Includes aspects such; as laws and regulations that pose a lot of
problems related to security crime and security risks if not considered seriously. Lack of
laws and regulations on information security will impact negatively the trust in
government. For instance, hacker attacks, viruses, masquerades of unauthorized identity
and computer forgery. There have to be certain laws and regulations to judge and hence, to
make e-government solutions legally binding. A suitable policy framework for IT security
determines to strict norms and processes in the system for ensuring confidentiality,
integrity and availability of reliable and authentic information.

Privacy: The use of advanced technology not merely to increase efficiency of public
administration, however, to strengthen confidence in the privacy process by making
common transparency between citizens and public administration. For instance, while
there is a demand for a secure system to obstruct unauthorized access to data, these
personal data have to be available to citizen to access who wishes to verify the use,
authenticity and accuracy of his/her own personal data.

Culture: Security culture generally is observed as part of national culture. It indicates the
predominant attitude towards styles to a secure institutional environment. Regulatory
interference is vital in creating rules and regulation for using and defending information
resources. These challenges are influenced by legislative and regulatory frameworks, and
national, and institutional cultures.
In addition, the cultures are varied between developed and developing countries.
Developing countries are facing cultural difficulties when trying to implement technology
Journal of Raparin University - Vol.4, NO.10, )March 2017(
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was created abroad. For instance, the lack of citizen participation in decision making,
division between government and citizens, traditional values, and conservatism might
hinder the effectiveness of information security programs there.

Information Intercepting:

It means that the related e-government consumers or

attackers catch or take the e-information from governments or different clients.

Awareness: Is the ability of human beings to feel, observe, and aware of what is
happening around him/her, also to understand the meaning of information now and in the
future. This awareness is determined by the type of information, whether it‟s good or bad
for a particular work or aim. The information security awareness is crucial to understand
the feasibility of the security used in this regard. For example, finding risks related to
intangible knowledge resources requires new human and technical resources. Such as
experts from outside, and software for the collection and analysis of data to be
accomplished in order to gather the right data, to introduce and support of the bigger
picture of risk assessment.
In addition, the user awareness is always observed as a main point and a challenge in
any ICT system, particularly in developing countries. The lack of security awareness and
the lack of knowing the importance of information security impact the misuse of the
system due to the lack of an appropriate awareness program. For example, where
institution employees doing activities such as: deliberate or accidental entry of dire data
(i.e. sharing of passwords; introduction of computer viruses; suppression and destruction of
the output; unauthorized document visibility; directing prints and disseminated
information) to people who are not allowed to have them.

Information Tampering: The internet inventor interferes, insert or delete original data
via different technical ways, and transfer them to the destination, in order to harm the
integrity of the data.

Trust: The trust risk plays a significant role in the acceptance of e-government services
and adoption. The trust in government mainly depends on the relationship between the egovernment authority and the other governmental institutions on how convinces the
government infrastructure, the internet service providers (ISP) and the other government
institutions. To obtain a high level of confidence and trust, it‟s vital to have a high level of
security awareness. This will be achieved, by engaging government employees to learn
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about the security policies, architectures, competencies, supporting the security purposes
and the operational procedures in the government institutions. Hence, will aid in raising the
level of confidence and increases the level of trust in government. Trust in government
ensures that transactions are observable and accountable to authenticated person and
cannot subsequently be denied.
In addition, making a trusted framework for digital authentication is a vital aspect in
promising the integrity of online and mobile financial transactions. A high level of trust
among the people and government institutions will also be the important focal point of a
successful e-government deployment.

Political: The political issue is also a significant risk that influences the security of
information on e-government. The electronic intelligence works between the countries
through surveillance the systems. Attempting to access or damage these systems by
sending viruses, or personalized identification for the employees, or hacking the
passwords. In order to accomplish utilization in the commercial field by knowing some
secrets about these systems and utilize it against them or in the competition.

4. SUCCESS FACTORS IN SECURING E-GOVERNMENT
Different reviews were investigated to distinguish and measure the success factors
confronted by the government institutions in executing e-government strategies.
Aljifri et al, (2003), declared the holistic approach for providing success factors for
security solutions, particularly in developing countries. The lack of necessary security
technology structures such as Public-Key Infrastructures (PKI) and adequate encryption
systems, are tangible challenges which affect to enable a high quality of electronic
information. These types of technologies can ensure confidentiality and provide access
control, integrity, authentication and non-repudiation services for organizations moving
into the information age.
In most developing countries, there is no governmental infrastructure that supports
authentication, confidentiality, and integrity, such as; PKI, and satisfactory encryption
system to assist a high quality of e-information. Therefore, establishing and developing
secure technical infrastructure objectives for the information security targets and the
operating environments is crucial. For example, the vital point apart from preservation of
confidentiality, integrity and availability of information about security services are the
Journal of Raparin University - Vol.4, NO.10, )March 2017(
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authenticity, accountability, non-repudiation and reliability of information. Security
properties are techniques that offer the security facilities such as; digital signature, firewall,
and passwords. These technical infrastructures are able to handle the requisite volume and
kind of transactions in a secure way is an inevitability in obtaining the information
assurance goals. It can also offer access control, integrity, authentication and nonrepudiation services for institutions moving into the e-information stage.
In addition, a few organizations see specialized arrangements as prompt solutions for
their data security issues, security items: firewalls, antivirus programs, PKI frameworks,
and VPNs are exceptionally profitable weapons, yet this approach suggests critical cost.
Recommended security innovation is especially costly, so a qualified person to execute and
work the innovation are required. Measuring e-government services in the context of both
the quality and the quantity of security services and thus, provides enhanced and secure egovernment services. Initially applying the model as a checklist for identifying, developing
and implementing e-government security requirements is essential. Then creating a plan
for security requirements of a given e-government services projects, this will be done
before, during and after implementation of the project.
Furthermore, the security necessities of any e-government system should analyze the
threats and attacks that may face it. This is typically integrated into the secure application
development using a modern software risk analysis methodology. Those will be capable
government institutions to prepare themselves for any vulnerable or undesirable issue in
the context of assurance of confidentiality, integrity and availability of consistent and
reliable information. The effective selection of an information security management
system (ISO/IEC, 2016) essential to ensure information assets, permitting an association to
achieve more noteworthy confirmation that its information assets are sufficiently insured
against information security risks on a nonstop premise. Also, maintaining an organized
and complete system for distinguishing and surveying information security risks, selecting
and applying material controls, and measuring and enhancing their adequacy. Along with
continually enhancing its control surroundings, and effectively accomplish legitimate and
administrative consistence.
In the context of the hardware/software point of view, the government administrations
have to advance the ICT framework for e-government. However, from the legal
perspective, it is important to set up a legal framework with a specific end goal to give
chances to individuals to be equivalent before the law. With regards to the procedure,
powerful security benchmarks, and information administration must be executed for egovernment. The arrangement of specific administrations and the declaration of its quality
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likewise are fundamental. Alongside the making of an international authentication center,
which help the user to utilize the administrations with their individual identities and all
transactions are registered in the national file management center to save the e-documents
from any damage or abuse. Securing the protection of people information is significant to
raise the level of trust in government. In the meantime, from the user point of view,
government administration needs to encourage and support its representatives to get
knowledge-based security skills. Likewise, need to have a high acceptance of users, clearly
outline the authority and responsibility of users and it has to enhance the users‟ information
technology skills. Government authority likewise needs to make different electronic
means, which is crucial to support e-government system, for example, video phones,
wireless communication, and video conferencing.
Despite the fact of the differences of technologies (Singh, and Karaulia, 2011) and tools
have been delivered to help establishments to secure their systems and information against
intruders. Still, there are threats and risks that influence the security of the users'
information and privacy. One of the focal points of reducing the level of risk is risk
management, which includes risk identification, risk analyzing, and risk controlling. The
security requirements for an e-government system are achieved by system assessments.
Risk identification is the initial phase of risk management in order to recognize the security
risks of e-government successfully. Risk analysis, with respect to different types of
quantitative and qualitative means; for instance analysis, comparison, assessment, and etc.,
is to make a decision about the importance of each factor of e-government risks, order the
factors, and then assess each potentially result in an e-government system. However, risk
controlling is to pick and utilize some risk controlling means to ensure the risk can be
decreased to a reasonable stage. Risk controlling is the most critical phase in the risk
management. It is the focal point to figure out if the risk management is effective or not.
The aim of e-government security risk controlling, is to decrease the risk level, which egovernment projects tolerating.
The other important success factors in securing e-government information is the
establishment of an appropriate strategic framework for ICT security that determines the
protection of norms and procedures in the system for guaranteeing confidentiality, integrity
and availability of consistent and reliable information. This challenge merits considering
by government authorities as a component that drives fruitful information security with
regards to e-government. The active support of administration, staff awareness and
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preparing are additionally factors that should be considered, in light of the fact that at least
the managers will be responsible and in charge with the tasks of starting and supporting
any venture alongside appropriate security awareness. Moreover, ensuring that the
government authorities, employees get information security education and training
consistently.

5. CONCLUSION
In this paper, the author reviewed the issues related to the security of information in egovernment such as; risks, threats, and vulnerability, also identified the success factors
might affect in reducing the level of threats, risks and vulnerability in the e-government
system. The author believes that to ensure e-government systems current information
security best practices have to be utilized. Security policies, practices and procedures have
to be set up and also use of security technology, which ensures e-government systems
against attack, identify irregular activities services and to have a demonstrated alternate
course of action set up. The findings also revealed that the substantial factors are to have
an appropriate public-key infrastructure offering the required level of authentication and
integrity and also to have a continuous awareness and training program to guarantee
individuals know security risks, understand how to distinguish potential issues and carry
on likewise to keep up a secure e-government service.
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امللخص
تطور تكيولوجيا املعلومات واالتصاالت و الينو السزيع الستخدااو اإلىرتىت ستَ استخدااو اخلتامات احلكوميت يف
 ميكً للنسخدامني بستَول استخدااو اخلتامات املخاحت متً األمتاكً يف الوقت، وبالخالي.ك مً الكطاعني العاو واخلاص
،  جيبا إىل جيت متع وجتود اإلمكاىتات اإلجيابيت، مً ىاحي أخزى.ٌ يف أي مكاٌ وسما، الذي ٍي مزحي هله عرب اإلىرتى
 احلكوم اإللكرتوىي جي أٌ تكوٌ آمي مع تطویر، لذلك.ييطوي احلكوم اإللكرتوىي أيضا ع ی الخَاياات واملداطز
 اإلدارة الفعال ألمً املعلومتات ٍتي عامت.ٌ لیتسًی املسخَلكني مخابع إجزاءات معامالتَه اخلاص باما، الخكيولوجيا
 ملدخلف املسخَلكني السخدااو خامات احلكوم اإللكرتوىي سوف تعخنا إىل حا كبري على الثك لتايَه،رئيسي لالسخعااد
الخَايتاات واملدتاطز األمييت يف احلكومت اإللكرتوىيت أيضتا تتويري

ٍتذ الورقت وييتاق

 تستخعز.على أمً املعلومتات

. عوام اليجاح احلامس قا يساعا على احلا مً املداطز والخَاياات ألمً املعلومات يف ىظاو احلكوم اإللكرتوىي
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